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DETAILED ACTION 

1. Claims 1-67 are pending. 

Claim Rejections - 35 USC §102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

(e) the invention was described in (1) an application for patent, published under section 
122(b), by another filed in the United States before the invention by the applicant for patent or 
(2) a patent granted on an application for patent by another filed in the United States before 
the invention by the applicant for patent, except that an international application filed under 
the treaty defined in section 351(a) shall have the effects for purposes of this subsection of an 
application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

3. Claims 1-10, 13, 15, 17-21, 23-31, 34, 36, 38-42, 44-54, 57, 59, 61-65, 67 are 
rejected under 35 U.S.C. 102(e) as being anticipated by Kara, US patent 5,982,506. 

In reference to claim 1 : 

Kara discloses a computer implemented method for securely delivering a document from 
a sender to a recipient, the method comprising an operations center (OC) performing the 
steps of: 

• Associating the sender with a sender public key from a sender public-private key 
pair, where the sender is associated with the public key issued to it. (Figure 3b, 
Item 3 103) 
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• using the sender public key, in conjunction with the sender using the sender 
private key to authenticate the sender, where the public key is used to generate an 
encryption of the document and associated cipher. (Column 4, lines 37-51) and 
where the private is needed to decrypt the document for verification purposes, 
(Column 6, line 60) - (Column 6, line 5), and this verification is performed by the 
certification system. (Column 9, lines 42-48) 

• Establishing a first secure connection between the sender and the OC, where the 
secure connection is the encrypted transmission by the sender (Figure 3, Item 
3104-3106) 

• Associating the recipient with a recipient public key from a recipient public- 
private key pair, where the recipient public key is the same public private key pair 
used to encrypt the transmission. (Column 5, lines 20-38) 

• Providing one from a group comprising a recipient public key and an escrow 
encryption key to the sender to secure a delivery, where the public key is used to 
secure the delivery through encryption (Figure 3b, Item 3 103-3 104), the delivery 
comprising at least the document. (Figure 3b, 3110, 3104) 

In reference to claim 2: 

Kara discloses the method of claim 1 further comprising the OC performing the steps of: 

• Receiving at least a portion of the delivery from the sender via the first secure 
connection (Figure 3b, Item 3110) 

• Storing the at least a portion of the delivery, where the portion of the delivery is 
stored in order to be compared. (Figure 3b, Item 3112) 
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• Using the recipient public key, in conjunction with the recipient using the recipient 
private key, to authenticate the recipient, where the recipient public key and private 
key is the same key established by the certification system for the sender, and is used 
by the certification system to authenticate the recipient. (Column 5, lines 1-15) 

• Establishing a second secure connection between the recipient and the OC, where the 
second secure connection is created when the certification system transmits the 
certification indicia to the recipient. (Figure 3b, Item 3116) 

• Transmitting the at least a portion of the delivery to the recipient via the second 
reliable connection, where the portion of the delivery contains the certification 
indicia. (Figure 3b, Item 3116) 



In reference to claim 3 : 

Kara discloses the method of claim 2 further comprising, in response to the recipient 
receiving the at least a portion of the delivery, the OC performing one from a group of 
steps comprising: 

• Notifying the sender to form a secure connection to the recipient to transmit the 
remainder of the delivery, where the notification to the sender to form the secure 
connection starts with inputting the document in a certified transmission (Figure 
5a, Item 5001) and then later forming the secure connection (Figure 5a, Items 
5005-5008) 

• Notifying the recipient to form a secure connection to the sender to transmit the 
remainder of the delivery, where the notification occurs from the sending site 
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(Figure 5b, Item 5201), and the secure connection is thereafter formed. (Figure 
5b, Item 5202) 

In reference to claim 4: 

Kara discloses the method of claim 3 further comprising the OC performing one from a 
group of steps comprising: 

• Receiving a first acknowledgment from the sender that the remainder of the 
delivery was transmitted to the recipient (Figure 3a, Item 3010) 

• Receiving a second acknowledgment from the recipient that the remainder of the 
delivery was received by the recipient. (Figure 3a, 3012) 

In reference to claim 6: 

Kara (Figure 3b) discloses the method of claim 2 wherein at least one of the first and 
second secure connections comprises a virtual private network connection formed by 
using a VPN encryption key at a layer selected from a group comprising an application 
layer, a presentation layer, and a session layer of the Open Systems Interconnect 
reference model, where its performed on an application to application basis and hence in 
an application layer stratum. 

In reference to claim 7: 

Kara discloses the method of claim 2 wherein at least one of the first and second secure 
connections comprises a virtual private network connection formed by using at least one 
key from a group comprising the sender public key, the recipient public key, an OC 
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public key, and a session key, where the virtual private network connection (Figure 1) is 
formed using the OC, certification system public key. (Figure 3a, Items 3005-3008) 

In reference to claim 8: 

Kara (Figure 1) discloses the method of claim 3 wherein the secure connection between 
the sender and the recipient comprises one from a group comprising a direct line, a virtual 
private network connection, and a Secure Socket Layer connection, where the connection 
is a virtual private connection. 

In reference to claim 13: 

Kara discloses the method of claim 2 further comprising the OC performing the step of: 
Providing a delivery notification to the recipient that the OC is storing the at least a 
portion of the delivery for the recipient, where the certification system alerts the recipient 
site that the encrypted document will be sent to it, serving as a notification to the later 
step that the certification system contains the certification indicia. (Figure 3 b, Item 3110) 

In reference to claim 1 5: 

Kara discloses the method of claim 1 further comprising the OC performing the steps of: 
• Storing the sender public key and the recipient public key in a database, where the 
sender public and recipient public key are stored in the database of the 
certification system. (Column 4, lines 37-42) 
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• Providing the sender and the recipient access to the database, where both the 
sender and recipient have access to the keys in the database, in accepting the 
distribution of keys. (Column 4, lines 37-42) & (Column 5, lines 23-38) 

In reference to claim 17: 

Kara discloses the method of claim 1 further comprising the OC facilitating a direct and 
secure connection between the sender and the recipient by the OC performing the steps 
of: 

• Using the recipient public key, in conjunction with the recipient using the 
recipient private key, to authenticate the recipient, where the recipient is also 
authenticated to the certification system, the OC, by the generation of a cipher. 
(Column 5, lines 1-15) 

• Receiving a request from the sender to transmit the delivery directly to the 
recipient, where the sender establishes a communication link directly with the 
recipient site. (Figure 5a, Item 5008) 

• Providing one from a group comprising: 

• A notice to the sender that the recipient is available to directly accept the delivery 
and a notice to the recipient that the sender is available to transmit the delivery 
directly to the recipient, where the notice the recipient is made in the 
establishment of the link, and where the message for transmission is made 
thereafter (Figure 5a, Item 5009) 



In reference to claim 23: 
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Kara(Column 5, lines 15-22) & (Column 4, lines 45-51) discloses the method of claim 18 

further comprising the OC performing the step of: 

• Time-stamping and recording the sender acknowledgment and the recipient 
acknowledgment, where (Column 4, lines 45-51) discloses the sender 
acknowledgment timestamp, and (Column 5, lines 15-22) disclose the receiver 
acknowledgment timestamp. 

• Claims 24, 45 are substantially similar to the method disclosed in claim 1 and is 
rejected for the same reason. 

• Claims 25, 46 are rejected for the same reasons as claim 2 and its constituent sub 
claims. 

• Claims 26, 38, 47 are rejected for the same reasons as claim 3 and its constituent sub 
claims. 

• Claims 1 8, 27, 39, 48, 62 are rejected for the same reasons as claim 4 and its 
constituent sub claims. 

• Claims 9, 19, 29, 40, 50, 53, 63 are rejected for the same reasons as claim 6 and its 
constituent sub claims. 

• Claims 10, 21, 30, 31, 42, 51, 54, 65 are rejected for the same reasons as claim 7 and 
its constituent sub claims. 

• Claims 20, 28, 41, 49, 52, 64 are rejected for the same reasons as claim 8 and its 
constituent sub claims. 

• Claims 34, 57 are rejected for the same reasons as claim 13 and its constituent sub 
claims. 
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• Claims 36, 59 are rejected for the same reasons as claim 15 and its constituent sub 
claims. 

• Claim 61 is rejected for the same reasons as claim 17 and its constituent sub claims. 

• Claims 44, 67 are rejected for the same reasons as claim 23 and its constituent sub 
claims. 

Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 11,12, 14, 16, 22, 32, 33, 35, 37, 43, 55, 56, 58, 60, 66 are rejected under 
35 U.S.C. 103(a) as being unpatentable over Kara. 

In reference to claim 1 1 : 

Kara discloses the method of claim 2 wherein the delivery further comprises at least one 

from the group comprising; 

• A message digest comprising one of a group of hash of the document, a hash 
of the document encrypted with a document encryption key, a hash of the 
document encrypted with the encryption key, and a hash of the document 
encrypted with the sender private key from the sender public-private key pair, 



Application/Control Number: 09/887,157 Page 10 

Art Unit: 2134 

where the message digest is composed of an encrypted certification indicia. 
(Column 5, lines 22-28) 

• Kara fails to explicitly disclose the use of a digital signature signed by the 
sender private key from the sender public-private key pair. 

• Kara instead discloses a digital cipher containing the identification 
information encrypted (in effect very similar to a digital signature), but 
encrypted with a public key as opposed to a private key. 

• The Examiner takes official notice that digital signatures were well known to 
those of ordinary skill in the art at the time of invention. The advantage of a 
digital signature is that, by signing a message with a private key, one can be 
assured that the originator of the message is who he or she purports to be. The 
main idea is that anyone can decrypt the message, but only one person can 
encrypt it. 

• It would have been obvious to one of ordinary skill in the art to have used a 
digital signature in order to allow the identity of the sender of the document to 
be quickly validated in a single decryption. 

In reference to claim 12: 

Kara discloses the method of claim 1 1 further comprising the OC performing the steps of: 

• Storing at least one of the message digest and the digital signature, where the 
message digest is the digital indicia. (Figure 5, lines 22-28) 

• Time stamping and recording an acknowledgement from the recipient that the at 
least a portion of the delivery was received. (Column 5, lines 15-22) 
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In reference to claim 14: 

Kara discloses the method of claim 2 further comprising the OC performing the step of: 
Notification to the sender of an event selected from a group comprising: 

• transmission of the at least a portion of the delivery to the recipient (Figure 
3b, Ite, 3110) 

• receipt of an acknowledgment from the recipient that the at least a portion of 
the delivery was received, where the acknowledgement is the checksum of the 
received document. (Figure 3c, Item 3204) 

• receipt of an acknowledgment from the recipient that the document was 
successfully decrypted (Figure 3c, Item 3210) 

• Kara fails to disclose a notification of a failure of the OC to transmit the at 
least a portion of the delivery to the recipient within a specified time period 

• a notification of a failure of the OC to locate a valid public key for the 
recipient 

• a notification of a failure of the OC to transmit the at least a portion of the 
delivery to the recipient because the recipient is unable to access the recipient 
private key. 

The Examiner takes official notice that notifications to the sender of a particular failure, 
and disclosing the nature of that failure are well known and commonly used in the art. 
They are better known as "error messages". 
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It would have been obvious to one of ordinary skill in the art at the time of invention to 
disclose an error messages to indicate a notification of failure of events that were to take 
place in order to allow their initiator, the sender, to know what went wrong and to take 
appropriate action. 

In reference to claim 16: 

Kara fails to disclose the method of claim 15 further comprising the OC performing at 
least one of the steps of: 

• Revoking the sender public key 

• Revoking the recipient public key 

• Authorizing the generation of a new public-private key pair for at least one of a group 

comprising the sender, the recipient and a new user. 

The Examiner takes official notice that revoking the public keys and authorizing the 
generation of new public private key pairs is well known in the art. This is called Key 
revocation and is a necessary aspect of public and private key cryptography as old keys 
are used and their security compromised. Examples can be found in US patent, 5261002 
and 6044462. 

It would have been obvious to one of ordinary skill in the art at the time of invention to 
revoke a sender public key, revoke a recipient public key, and authorize the generation of 
new public-private key pairs in order to "refresh" the keys used in encryption and secure 
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transactions should the keys ever be compromised, or to prevent the keys from being 
compromised by changing them. 

• Claims 22, 32, 43, 55, 66 are rejected for the same reasons as claim 1 1 and its 
constituent sub claims. 

• Claims 33, 56 are rejected for the same reasons as claim 12 and its constituent sub 
claims. 

• Claims 35, 58 are rejected for the same reasons as claim 14 and its constituent sub 
claims. 

• Claims 37, 60 are rejected for the same reasons as claim 16 and its constituent sub 

claims. 



examiner should be directed to Thomas M Ho whose telephone number is (703)305- 
8029. The examiner can normally be reached on M-F from 8:30am - 5:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gregory A. Morse can be reached at (703)308-4789. The fax phone numbers 
for the organization where this application or proceeding is assigned are (703)746-7239 
for regular communications and (703)746-7238 for After Final communications. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is (703)306- 



Conclusion 



Any inquiry concerning this communication or earlier communications from the 



5484. 
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